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Abstract

WhatsApp is a medium that everyone can use to interact and to share information effectively and
efficiently. However, it can be misused for criminal activities. Analyzing WhatsApp' artifacts is
quite challenging as the suspect may have a lot of random conversational data to be considered.
This makes it difficult for the trial process to obtain digital traces that can be identified in
malicious activities such as knowing who was involved when the conversation was held and the
timespan. Therefore, in this research, a social media investigation of WhatsApp was carried out by
acquiring data from rooted Android devices that were used as target devices for forensic activities.
A python-based application is developed to show the content of the conversation, and a web-based
application is presented to visualize the data using the Timeline method. Experimental results in
this research display important timeline information such as information about who was involved
when and what time the conversation was carried out with the suspect.
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I. INTRODUCTION

The development and the usage of social media that continue to grow are followed by the increasing
number of digital devices under criminal investigation. This has caused major problems that affect the social
media investigation process in order to present the results of fast and precise analysis and raises a challenge in
social media investigative research (Pomalingo et al., 2019).

One type of Social Media is WhatsApp Messenger (WA). The last report on WhatsApp statistics (dating
back to Q1 2020) stated the increasing number of WhatsApp Messenger users and recorded two billion
monthly users over 180 countries, as illustrated in Fig. 1. According to Koum & Acton (2016), WhatsApp
Messenger is the most popular messenger application, followed by Facebook Messenger and WeChat. WA is
supported by an encryption feature to ensure the data security of its users. However, the popularity and
features provided by WA can be misused by the public for criminal purposes, for example, in terrorism crime.
Nevertheless, under forensically sound digital investigation process, the authorities can use the data in WA as
evidence (Umar, Riadi, Zamroni, et al., 2018). To fulfill all the evidence to support the trial, the forensic team
must present the evidence in a clear and understandable manner for various groups, especially people who do
not understand the digital forensics (Casey, 2011).

Forensic methods are needed to ensure the success of the process of retrieving these data, including the
contents of text messages and where text messages are sent. The data is then visualized to get information
about who is involved, time information, tracking activities, and timeline matching (Pomalingo et al., 2019).
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Fig. 1. WhatsApp users statistic (Clement, 2020)

In order to facilitate the illustration of the results of the WhatsApp investigation, this research develops a
system using the Timeline visualization method. Timeline visualization is a method in which a series of events
and visualization is recorded to present a series of events along with a graph that has a time axis and place it
at the point of time where something happens or the range where something ends (Plaisant, Milash, Rose,
Widoff, & Shneiderman, 1996). In this research, the Timeline method is chosen from the many of
visualization methods, because according to Nguyen, Xu, Walker, & Wong (2016) the Timeline method can
help coordinate a series of events in a chronological dataset to facilitate the uncover temporal relationships
and reduce the analyst's effort in memorizing an event. Timeline visualization usually uses a rectangle graph
or chart to show the time of events and horizontal lines for one interval. This usually has an explanation of
text that describes the event. To display the visualized data, it will represent different colors, icons, or shapes
(Plaisant et al., 1996).

A thorough forensic analysis has been done by Anglano (2014) on the WhatsApp Messenger application.
The research analyzed WhatsApp Messenger artifacts on an Android device. Another research conducted by
Yadav, Prakash, Dayal, & Singh (2020) discusses an analysis of the WhatsApp acquisition process that uses
several tools, compare them, and show which application that is more suitable for forensic analysis in
WhatsApp Messenger. There is also research conducted by C. F. Tassone, Martini, & Choo (2017) about the
visualization of the results of digital forensic analysis. They stated that visualization could be done by
summarizing and narrowing the data needed to be observed by the forensic team. Based on this literature
search, we found that currently, there is no research related to the visualization of the results of an analysis of
WhatsApp artifacts on an Android Smartphone, while visualization can be used as supporting evidence in
some cases.

Therefore, this research proposes the visualization of the WhatsApp Messenger artifact that focused on the
chat database using the Timeline method that can support efforts in mapping data from various existing
information for criminal investigation purposes. The data visualization method, in the form of a connected
timeline graph, is used to present the results of the analysis.

II. LITERATURE REVIEW

Many researchers have contributed to forensic analysis methodologies on social media apps and data
visualization. Anglano (2014) focused on forensic analysis of WhatsApp Messenger on the Android platform.
He thoroughly analyzed the artifacts of WhatsApp Messenger and categorized these artifacts in detail, but has
not mentioned about the visualization. Then Yadav et al. (2020) analyzed the acquisition process of
WhatsApp data using various tools and compared them to show which tool is better for the acquisition of
WhatsApp data on Android devices.
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C. Tassone, Martini, & Choo (2017) conducted a survey of several digital visualization methods currently
being developed and also used in the academic field. To test some of these visualization methods, they
identified several court cases that were related to digital evidence. They highlighted the device used and the
data practitioner in charge when analyzing data of the forensic process. They also identified several
visualization methods that could visualize different types of data, one of which was the timeline visualization
method to visualize data related to time chronicles. However, this paper does not explain what type of data
they visualize. Olsson & Boldt (2009) focus on making a timeline visualization tool. This is similar to our
works. However, they use the tool to visualize the event activity of the evidence collection.

Hariyadi, Winarno, & Luthfi (2016) analyzed artifacts of Blackberry Messenger on the Blackberry
platform and visualized data analysis results using the wordcloud method. Meanwhile, Anwar & Riadi (2017)
focused on analyzing the web-based WhatsApp Messenger, but no data visualization. Similarly, Pomalingo,
Sugiantoro, & Prayudi (2019) presented forensic analysis on social media, and added visualization of what
social media the person is using and visualized it using directed graph method

In this research, a visualization system will be developed to contribute to the gap of artifacts visualization
of forensic analysis on WA apps, by making a case study of crimes prioritized for investigation in Indonesia,
in which data is fictitious and focused on terrorism crimes. Timeline visualization is used in order to
clearly know the time span of the incident.

A. WhatsApp Messenger

Thakur (2013) reported that WhatsApp Messenger generated artifacts on Android operating system devices
that are stored in certain files, including the contact database, chat database, and a key file are listed in Table I.

From Table I, WhatsApp Messenger stores all message information in the msgstore.db file which is located
in the preferences directory, which can be analyzed to enable the reconstruction of the chronology of the
messages exchanged, such as to determine when messages were exchanged, the substance of the data
conveyed, the people engaged with the discussion, what, and when the recipient has actually received the
message (Anglano, 2014)

WhatsApp has end-to-end encryption that came with the various version of encryption depends on what
version of WhatsApp is installed. This ensures only the owner of the device and the person his
communicating with can read either what is sent or received, and nobody in between, not even WhatsApp
itself (Umar et al., 2018). Due to this security system give some difficulties for investigators to analyze the
device, forensic investigation support tools must be aware of the development of the WhatsApp system and
keep up with it (Sai, Prasad, & Dekka, 2015).

B. Timeline Visualization

The timeline visualization method is the most popular method for temporary data. Each object or event is
visualized as a line, indicating the start and the end time (Wang & Yuan, 2014). Timeline is a graph that
illustrates how a set of events over time. If managing a software project and want to illustrate who is doing
what and when, or if holding a conference and need to schedule a meeting room, the timeline is often a very
appropriate visualization choice. One popular type of timeline is the Gantt Chart (Pavlik & Maclntoch, n.d.).

TABLE I
WHATSAPP ARTIFACTS
Num Name Path File
1 contacts database  /data/data/com.whatsapp/databases ~ wa.db (SQLite File Format)
2 cipher key /data/data/com.whatsapp/files key (XML File Format)
3 chat database /data/data/com.whatsapp/databases ~ msgstore.db.crypt<version> (Encrypted SQLite
files File Format)
4 chat backup /sdcard/Whatsapp/Databases msgstore-<date>.db.crypt<version>
database
5 log files /data/data/com.whatsapp/files/Logs  whatsapp.log, whatsapp-< date>.log
6 received files /sdcard/Whatsapp/Media different kind of file type such as picture, videos,
etc
7 sent files /sdcard/Whatsapp/Media/Sent different kind of file type such as picture, videos,
etc
8 user settings and ~ /data/data/com.whatsapp/ config file

preferences files
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There are many different methods related to visualization of time-dependent data information. Mostly, this
visualization utilizes a course of events representations that mastermind set of information data along with a
period pivot (Stab, Nazemi, & Fellner, 2010). For example, Allen (1995) uses an interactive timeline to
visualize information data based on an interactive textbook or a digital library. There are numerous courses of
events visualizations that appear on the screen into a rectangle bar shape to arrange the imagined occasions in
a level or even in a vertical shape (Stab et al., 2010).

Timelines are used in many domains, including autobiography, data analysis, health records, music release
times, and history. Meanwhile, visualizations are commonly classified based on specific categories or sets.
For instance, organizations, have more than one task segment or division; simply like news stories that have
various classifications, i.e., governmental issues, health, sports, sci-tech, and others (Plaisant et al., 1996).
An example of a Timeline graph can be seen in Fig. 2.

Willow Room intermediate Google Charts Advanced Google Charls

12:00 :30 13:00 30 14:00 :30 15:00 :30 16:00 :30 17:00 300 18:00

Fig. 2. Example of Timeline Chart (Google, 2020)

III. RESEARCH METHOD

The stages of this research are illustrated in Fig. 3, to explain the flow of the research process. In order to
obtain digital text evidence, a logical acquisition using FTKImager tools is conducted. The WhatsApp
Messenger application has digital evidence in the form of an encrypted SQLite database file, msg-
store.db.crypt12.

The file can be obtained in the Device Storage/Whatsapp/Databases/msgstore.db.cryptl2 directory. The file
is encrypted by WhatsApp and to open it requires a key file that can be obtained in the
/data/data/com.whatsapp/files/key directory. Root access is required to get the key file. In this research, the
WhatsApp Messenger application with version 2.20.69 is used on Android devices with Android 5.1 that has
been given a root access.

Key file and msgstore.db.crypt12, which have been acquired, are then decrypted using decryptl2 tools to
allow us to read the file. Without the key file, the msgstore.db.crypt12 file will only display blank data. After
decrypted, it will generate a decrypted msgstore.db file, which means the file has been decrypted and can be
read. In order to do this, we made a tool called WhatsApp Reader.

image “key” file & “key" file and Decrypt file
Mount phone to pc P “msgstore.db.cryptl2” —' “msgstore.db.crypt ———p "msgstore.db.crypt12”
file using FTKImager 12" file using decrypt12
Visualize the data from File Show data in Decrypted file

“msgstore.db.json”

“msgstore.db.json” file using the |-g—— “Msgstore.db”

/—— ‘“msgstore.db”fileand | -p——
timeline method

convert to Json file

Fig. 3. Research Process Flow
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A. Acquisition on Rooted Android Device

Every Android device has different ways for its rooting process. Therefore, there is no single root
application can root all devices. In this research, we use the Oppo A33w Android device with version 5.1, and
we root the device via recovery mode using fileroot.zip. After the rooting process, the phone can give
permission to access the root file, where the WhatsApp key file exists. A forensic image of the WhatsApp key
and an encrypted file is obtained using FTK Imager and use the USB Flash Drive as the evidence devices
after we mount the phone to PC, and we proceed to process WhatsApp data on the PC that runs Windows
10 operating system.

B. Decrypt and Read the Data

WhatsApp utilizes a 192-bit AES algorithm to encrypt the message database (Anglano, 2014). However,
according to Cortjens, Spruyt, & Wieringa (2012), it can be decrypted using a key file that is stored in the root
directory on devices that has a WhatsApp installed on it. In order to do the decryption, we use a tool called
decryptl2. The decryptl2 tool decrypts the msgstore.db.cryptl2 file into msgstore.db, which can be read
using the DB Browser for SQLite application. The database contains various data in WhatsApp, such as call
logs, media, chat lists, and messages. For our purposes, we only use chat lists and messages, and we use our
own-created tool called WhatsApp Reader to filter and display the data. WhatsApp Reader itself can show all
chat messages and convert them into a JSON file. We use the sqlite3 library to filter the chat data from the
Chat List table and select the attributes that are listed in Table II.

TABLE I
CHAT LIST ATTRIBUTES

Attribute Function
primary key the primary key of the record
contact id contact id
contact name name or number of the contact whom the suspect make a contact with
from me a status which indicates that the message is sent by the suspect
msg_date the date of the message
Text content of the conversation
msg_status message status

last message date date of last time the message are sent or received

For decrypting file msgstore.db.cryptl2, the decryptl?2 tool is utilized. It is a java program in the form of a
JAR file. In order to use the tool, we need to enter the command via command prompt on the operating
system. The command is "java -jar decryptl2.jar key msgstore.db.cryptl2", it can be seen in Fig. 4. It should
be noted that to decrypt the msgstore.db.cryptl2 file, a key file is required. If the key file does not exist, it
cannot decrypt the msgstore.db.cryptl2 file and only show an empty data. The results of the decryption will
produce a file msgstore.db which has a size larger than msgstore.db.cryptl2 as shown in Fig. 5. That file is a
SQL database file, and it can be viewed using the SQLite Database Browser application, as shown in Fig. 6.

Microsoft Windows [Version 16.0.18363.815]

(c) 2019 Microsoft Corporation. All rights reserved.

D:\Kuliah\Semester 8\TA\Project TA\Final Project\1_Decrypter>java -jar decryptl2.jar key msgstore.db.cryptl2
Decryption of cryptl2 file was successful.

Fig. 4. Decryptl2 Command

B msgstoredb 5/2/2020 12:11 AM Data Base File

. msgstore.db.crypt12 2/14/2020 10:21 AM CRYPT12 File

Fig. 5. Decrypted msgstore.db file
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Fig. 6. Whatsapp Chat Database

The database file contains data, including conversation, media, audio, and contact number. In order to filter
and choose the intended data, such as specific chat data of someone and its date, a python-based application is
created. This application can display data that has been filtered, then displayed in the form of a table like
in Fig. 7.

In addition, to displaying and viewing the contents of conversation data, this application can convert each
conversation, which will then be combined into a JSON file. The saved file will be in JSON size, depending
on how many chats are to be converted. In this case, all chat data are converted, which results in a
msgstore.db.json file that has a size of 203 KB.

WhatsApp Reader
| Contact Name =4 | Contact 1D »4 | Last Message »-4
6282258708463 8 20:43:47

6281318863601@swhatsappnet

2020-02-14 20:11:04

6285755219604-1546924453

6285755219604-1546924453@0.Us

2020-02-1414:37:11

6282215643642-1578978470

62822 70@gus

6282217007302 6282217007302@swhatsappnet  |2020-02-1318:27:54

g.us 14:59:04
6281214482074 62812 1:49:23
6. 6281315962674@swhatsappnet | [2020-02-1210:58:37
6 6285888575816@swhatsappnet  [2020-02-1115:58:35
6281320583371 08:50:14
6287710788208 6287 16:29:05
6282216649073 6282216649073@swhatsappnet  [2020-02-0814:21:41
6283817098525 81 app.net 13:2815
6285229665566 13:42:38

6282216649170-15795687915

6282216649170-1579587915@gUs

2020-02-03 13:08:09

62811169591

62811169551@swhatsappnet

2020-02-0120:27:53

62881023096783

11:21:49

65285210 153664788,

6285210 1536647882(@

2020-01-24 21:44:18

6285749126019-1566271913

6285749126019-1566271913@gus

NJA

Right Click then choose Save Link As to Save to your computer

Fig. 7. Chat Data on WhatsApp Reader

C. Visualization using the Timeline Method

This research was conducted with the Social Network Analysis approach, where the visualization of
WhatsApp chat data uses the timeline model. Data and information used in this research are based on a
controlled experiment to produce WhatsApp conversation data conducted by the suspect. In Timeline
visualization, data/events can be seen chronically and present the timespan when the chat is done. Visualizing an
event with a timeline is simple; however, showing the relationship and the detail between some events is quite
challenging (Nguyen, Xu, Walker, & Wong, 2014).
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As we conducted a controlled experiment, this research may have a fictitious case of terrorism where
conversations are made on WhatsApp. This case is not related to the real case, including the name, time,
place, and any other related information. In this case, the owner of the device has a plan to initiate the terrorist
operation and making a conversation with the funder, the courier, the maker, and the person who to execute
the crime. But, before the operation was successfully executed, the owner of the phone was arrested and will
be judged at the court. The forensic team found evidence of the WhatsApp conversation, but it was not clear
what, who, when, and how the activity was carried out because there were many other chats. Therefore, we
create a web-based application called WhatsApp Chat Visualizer to visualize the WhatsApp chat data into a
timeline graph that has a time span and a conversation period over time with a search feature and displayed
live chat data, not just a graph displays.

IV. RESULTS AND DISCUSSION

This research converts the JSON file to the form of a timeline graph, as can be seen in Fig. 8 to support
material evidence and to facilitate understanding of people who do not have a technical background in digital
forensics. Data is represented by a timeline graph to display the contact name and timeline of a person's
conversation with the suspect. Fig. 9 shows the detail of the conversation contents. It will be displayed by
clicking on one of the timelines of a person's contact name.

s 11972020 2/3/2020
(2672020 - 211412020
1972020 - 126/2020

V23/2020 - 21212020

11972020 2/8/2020

1212020 - 214/2020

2%4/2020-213/2020

Fig. 8. Timeline Graph of Whatsapp Chat Data

19-1-202010:58
saya

Test
19-1-202010:58
Saya

19-1-20201058
undefined
Yomss

20-1-2020141
Saya
Ner, untuk pengerjaan tugas akhir digital forensik gua butuh data fiktif

20-1-2020141
saya
Jadi bikin chat chatan

20-1-2020141
saya
Jadi dalam waktu dekat kita akan melaksanakan operasi gajah terbang

21-1-20207:36
undefined
undefined

Fig. 9. Detail of the chat showed in WhatsApp Reader

While the timeline visualization in Fig. 8 depicts the entire WhatsApp conversation, we still need to
indicate specific conversation that is related to a crime. To get a timeline visualization of this specific data, we
can filter it by enabling keywords or unique words based on the signs of terrorist activity. These keywords
might be supplied by the authority that handle the case.

The filtering results will display certain visualized conversation data on the timeline. Data conversations
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that appear are conversations between the owner of the cell phone with other parties that have the match
keywords. Fig. 10 shows a visualization of the timeline using the keyword "operasi" and presents four people
who are related to the mobile owner.

CONTACT NAME TIMELINE

112012020 - 2/8/2020

1972020 - 2/8/2020

Fig. 10. Filtered contact name using a keyword

As seen in the visualization in Fig. 10, the overall information from the chat database, which is one of the
WhatsApp Artifact, can be visualized in the form of a Timeline that shows the time span of the conversation
for each conversation and can then be used to answer investigation questions such as presented in Table III.
The answer itself is based on the fictitious case mentioned in Section III and the result of the filtered contact
name in Fig. 10.

TABLE III
THE ANSWER TO THE DIGITAL FORENSIC SOP QUESTION

Question Answer

What type of crime is it? Preparation of terrorist operation

Who are the people involve Shidek, Daus, Ajaw, Nero, and Gusti

Where is the location of the crime Indonesia

When did the crime happen Between 2020-01-19 10:58 until 2020-02-08 16:29
How did the crime happen Shidek makes conversations with several people on

WhatsApp Messenger to plan a terrorist operation

This visualization may facilitate us to understand the crime events and their related data. We can prove that
using the timeline visualization method can help in conducting an investigative analysis of chat database
artifact on WhatsApp Messenger. By using the WhatsApp Chat Visualizer application, it will get information
quickly. The search is based on several keywords related to existing case studies. Information about the content
of the conversation and timestamp can be displayed with the timeline, making it easier to trace the information
needed.

V. CONCLUSION

Conversation data can be visualized in a timeline form. In this research, we show how visualization may
help the forensic analysis process on WhatsApp's artifacts by creating an application called WhatsApp Chat
Visualizer. This application is based on the Timeline method to delineate the event and relation between data
conversation and contacts. By incorporating a filter using specific keywords, it is also shown that we can
indicate related data and its timespan, specific to the case under investigation. As the extracted WhatsApp
database is encrypted, we also show how to prepare the decryption in order to read the data. This application
provides a quick and easy way to analyze the interrelation of other parties in the alleged visualization of crime
in the form of a timeline. Future research is expected to be developed using another visualization method to
increase data comprehension in determining the alleged crime in conversation data on WhatsApp
Messenger.
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